w’. It RMIRIARHR B R AT
' Beijing WRD Technology Co., Ltd.



Linux Performance Observability Tools

strace Operating System Hardware Various:
\\ ltrace ss nstat sar /proc
opensnoop \ / // dmesg dstat
1sof \ \ Applications /// gethostlatency

fatrace P
filelif — execsnoo

Noestat \\ \ System Libraries/ // & mpotat  turbostat

A System Call Interface/ // profile Sh‘;‘c’;ﬁzg“

perf

runqglen

/offcput ime

Ftrace VFS Sockets
LTTng . Scheduler 4| .
BCC File Systems TCP/UDP softirgs
bpftrace /Volume Mana:;r IP Virtual et
: Memory W top ato S
extddist Block Devic lTJet D?wceA \ Y bs IPJi dstIaDt
ext4slower / Device Drivers \ % tiot
(& for btrfs perf vmstat Pzifop
nfs,xfs,zfs) mdflush tiptop [ tcpdump |\ tcplife slabtop
_ cpretrans free DRAM
iostat : udpconnect
biolatency | criticalstat T
biotop l tat
blktrace /0 Controller Network Controller - flumasca
nicstat
netstat
Disk Disk Disk Port Port Port ¥~ ip
+ f + + http:/Mmww.brendangregg.com/
SCSI log swapon ethtool snmpget lldptool ~ " linuxperf.html, 2019
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HTTP Application HTTP
# A
Presentation
Session
\ ;
TCP HTTP Transport TCP HTTP
IP TCP HTTP MNetwork IP TCP HTTP
Ethernet | IP TCP HTTP Data Link Ethernet | IP TCP HTTP

L]

- Physical




Fort miroring

—— o

Tap -— Yes
ARP cache |.g  Yes
poisoning

Does your
switch support port
mirroring®

Do you
hove a tap?

Are you
comfortable
with ARP cache

Home

¢

Tapping into
the wire

)

Enterprise

Continuous
monitering or high
fhrc:ugghpu’r?

Does your
switch support port
mirroring?

Can the
host be taken
temporarily
offline?

Yes

Do you
have a tap?

Yes

Tap

Yo =i

Tap

Yag ——

Port mirroring

No—-|

ARP cache

poisoning

N o—-

Hub out
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tcpdum

tcpdum
P p
Server A
ServerB  [o/I33l KOS
tcpdum
P

MEAR  REBK . RECK

L23Z 141

RIZEDIX

sl

tcpdum

P

—

Client

PIZRERX
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tcpdump Wi

—/—

» tcpdump 22— ME{TEmSITRHIRIR TR

* SZFBPFILISHIN
- (SEIXIMIERR. X, . Ml ORTiE , Figffand, or. not
R AR A T PR




[ycflash@kvm? tmp]$ sudo tcpdump -i ens6f@ -s@
tcpdump: listening on ens6f@, link-type EN18MB
tcpdump ~C411 packets captured
412 packets received by filter
8 packets dropped by kernel
[vcflash@kvm? tmp]$

31510

- IgEMRIZEO , any FREAEEO

-s IEEIRIR IR IKE

-n,-nn ZICEFERFET AEIR. NimE3
-e ¥JED—EMACH1IE

-w SRR SOERE NG

-c AN MR EMZLE

-v,-w,-vwv BRIFEMAMN RS TR

v . . A

5] : tcpdump -i eth0 -s0 -w /tmp/1.pcap udp port 67 or udp port 68



Q@ 6 Q@
BPF 1iiEmi € 2 Wi
h. . ] dst host 192.168.0.10&& tcp port 80
o ITHERINITE; WW - — UJLJuy
- [RIE 5 B o & 5 O
. KA = = T T
+ host, net, port, portrange @j (j: g O
. 75
e src, dst, src or dst, src and dst
« MY

 ether, fddi, tr, wlan, ip, ip6, arp, rarp, decnet, tcp, udp
« 1BIER(E
- and, or, not 8 &&, ||, !
2 (o)

https://www.tcpdump.org/manpages/pcap-filter.7.html



https://www.tcpdump.org/manpages/pcap-filter.7.html

BPF il Wit

o« 51
e dst host <host>

* src host <host>

 dst net <net>

* dst port <port>

 udp port 67 or udp port 68
 tcp port 23 and host 10.0.0.5



BPF il Wit

» BRRIAT|
expr relop expr

- BAXFS

> <, >=, <=5, 5, 1=

- [HRME
+,-*%/, % & |1 <<, >>
e proto 15;
proto| expr: size]

e proto :
, fddi, tr, wlan, ppp, slip, link, io, arp, rarp, icp, , icmp, or radio
* expr:
_+ H8XS proto fEEMN IR ERRIZEoffset, MO
e SlZe .

o BEXR/N, 10 2, 457, BOAFD



BPF il Wit

o {51
« ether[0] & 1!=0
* ip[0] & Oxf =5
e ip[6:2] & Ox1fff =0
* tcpltepflags] & (tcp-rstltcp-ack) == (tcp-rst|tcp-ack)

* ((port 67 or port 68) and (udp[38:4] = 0x3e0ccf08))
* ((port 67 or port 68) and (udp[32:4] = 0xXOACF0001))



wireshark

» Wiresharkgij5 /9Ethereal
y %ﬁ} NE

» fEftcpdump; B RIGUI
» FAPCAPIER ST

https://www.wireshark.org/#download

sl

,E Wireshark 2.2.3 (B4-bit) Setup

Install WinPcap?

WinPcap is required to capture live network data. Should WinPcap be installed?

Currently installed WinPcap version

Install

What is WinPcap?

'rograms first to uninstall any undetected old WinPcap versions)

Cancel



https://www.wireshark.org/#download

Interface AlX FreeBSD
ATM 7 7
Bluetooth X X
CiscoHDLC ? 4
Ethernet 4 4
FDDI ? ?
FrameRelay ? 7
IrDA X X
PPP? ? ?
TokenRing 7 4
USB X X
WLAN#4 ? %
Loopback (virtual) 2 4
VLAN Tags (virtual) <« 4

https://qgitlab.com/wireshark/wireshark/-/wikis/CaptureSetup/NetworkMedia

HP-UX

= X X <

X

V/

[§)%

?
X

?

= X X <

~» X X

Linux

EON
X
X

X X I&X X X &§ =

N

4

NetBSD OpenBSD

?
X
4
4
7

?

& X & ~X

N

.

?
X
4
J
?

?

& X & =X

N

/

Solaris
4
X

» X & XX X & & =

X

N

LICLE, Windows

UNIX Y ]
&

?

X X
? ?
v Y
? ?
X X
X X
? Y
? Y
X X
? v
v N/AS
Y Y


file://///wireshark/wireshark/-/wikis/CaptureSetup/ATM
file://///wireshark/wireshark/-/wikis/CaptureSetup/Bluetooth
file://///wireshark/wireshark/-/wikis/CaptureSetup/CiscoHDLC
file://///wireshark/wireshark/-/wikis/CaptureSetup/Ethernet
file://///wireshark/wireshark/-/wikis/CaptureSetup/FrameRelay
file://///wireshark/wireshark/-/wikis/CaptureSetup/IrDA
file://///wireshark/wireshark/-/wikis/CaptureSetup/PPP
file://///wireshark/wireshark/-/wikis/CaptureSetup/TokenRing
file://///wireshark/wireshark/-/wikis/CaptureSetup/USB
file://///wireshark/wireshark/-/wikis/CaptureSetup/WLAN
file://///wireshark/wireshark/-/wikis/CaptureSetup/Loopback
file://///wireshark/wireshark/-/wikis/CaptureSetup/VLAN
https://gitlab.com/wireshark/wireshark/-/wikis/CaptureSetup/NetworkMedia

FRmE

Ctrl+. #BIZITCP, UDP &iEF T~ —6
Ctrl+, #51% TCP, UDP &iF F—8&

AT R R
View->Time Display format

un

o

Default




RIGFIRER

RS \,__EI’J =M

an1

Internet Protocol Version 4,

User Datagram Protocol, Src

Domain Name System (response)
Reguest

[Time: @.855888088 S
Transaction ID:

Flags: @x3188 Standard query
Questions: 1
Answer RRs: 2
Authority RRs: i
Additional RRs:
Queries

ANswers

Authoritativ
Additional

THI=FER

1FEZ , AESCFRR A

3% , R _JEJL%':’EU?EHHESZ

Ethernet II, Src: Globalsc @@:3b:8 : Vizie 14:8a:el (@@:

34836 (34836)

CTESpONsE,

19:9d:14:8a:el)

sl



Capture Filter Wit

° W'@,
» Capture->Options—>Start

» Capture filter
« {EFtcpdump/pcap#tBEIRY BPFIZERINIIE]

M Wireshark - Capture Interfaces

wlyzlsy Output  Options

Interface Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MB) Monitor Mode Capti
Ethernet enabled default 2 disabled

Ethernet enabled default

Thunderbolt Bridge: bridge0 Ethernet enabled default

2 n/a

2 n/a
utunQ BSD loopback enabled default 2 n/a
Thunderbolt 1: en1 Ethernet enabled default 2 n/a
Thunderbolt 2: en2 Ethernet enabled default 2 n/a
p2p0 Raw IP enabled default 2 n/a
Loopback: o0 BSD loopback enabled default 2 n/a

Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: Compile BPFs

Vel
Close ﬁn




Display Filter W

- S5
* display filter
« FEFRIAI(

* bootp

* bootp.hw.mac_addr == 00:50:56:80:bd:c2
* bootp.ip.relay == 10.207.0.1

- Display Filter Expression[r &
» Analyze—>Display Filter Expression

« IEEFETIRHIFR

« 5% Apply as Filter

M vrrp-ipv6-001.peap

4 ® % [€

I{tcp.dstport == 80)

ipv6.src_host==2602:ffc5:60::1:1228



Display Filter Wi

PN FEE] s A
 exprrelop expr . Equa'l
- FAIZG BiES * ne, I=
« Not Equal
N * gt, >
- MYFERSIH « Greater Than
« protocol.feature.subfeature M e <
« Less Than
Ay =4 ° ge, >=
* JEEE;*"E% * Greater than or Equal to
e and, && . le, <=
« Logical AND - Less than or Equal to
- or, ||
« Logical OR not, - Bl

* ip.addr==192.168.0.1
; e frame.len<=128
« Logical NOT . Bblk
* ip.addri=192.168.0.1
I(ip.addr==192.168.0.1)



Display Filter Wi

» DLBCHERFRT » {5l
e contains * http contains "wireshark.org”
« FRIEEILED « wsp.user_agent matches "cldc"

e matches, ~
« IEMPTES ( Perl &%)



Display Filter -8

* BREN - {51
* upper « lower(http.server) f:ontains "apache”
o HEHRKH « len(http.request.uri) > 100

owar  count(ip.addr) > 2
= « string(frame.number) matches "[13579]$"
j - BIRNE .+ string(ip.dst) matches "*172\.(1[6-9]12[0-9]113[0-1])\..{1,3]\.255"

* 1en

- FRERKE
e count

« ITEIREY
* string

- BRIRNTFRT



Display Filter

o slicelRERF

« proto[offset:len]

. Tg% ijroto X /=FEEM offset FFIRAY len <

end_offset,

[1:7]

« i = start_offset, j = length
Li=aH

« 1 =_start_offset, j =

inclusive.

[1]

« i = start_offset, length =1
L)

« start_offset = 0, Tength = j
[1:]

« start_offset = i, end_offset =

end_of_field

- offset AR , FTNFREEREITE

- offset XIFFMAESAHSG

sl

« {51
« eth.src[0:3] == 00:00:83
* http.content_type[0:4] == "text”

« ftp[1,3-5,9:] ==
01:03:04:05:09:0a:0b



Display Filter Wi

- iN¥E(ERT * {5l

ein { }  tcp.portin {80 443 8080}
~.  http.request.method in {"HEAD" "GET"}
. ST  tcp.portin {443 4430..4434}

https://www.wireshark.org/docs/man-pages/wireshark-filter.html
https://www.wireshark.org/docs/dfref/
https://perldoc.perl.org/perlre.html



https://www.wireshark.org/docs/man-pages/wireshark-filter.html
https://www.wireshark.org/docs/dfref/
https://perldoc.perl.org/perlre.html

Wireshark File Edit View Go Capture BLUEL74GE Statistics Telephony Wire
S Display Filters...

Display Filter | ® X ¢ QgEmEieEE.

ipv6.src_host==2602:ffc5:60::1:1228

Apply as Column

o Wireshark - Display Filter Expression

Field Name Relation

L= = TR T

IPv4 - Internet Protocol Version 4
ip.addr - Source or Destination Address -
ip.bogus_header_length - Bogus IP header length }
ip.bogus_ip_length - Bogus IP length
ip.bogus_ip_version - Bogus IP version Value (IPv4 address)
ip.checksum - Header checksum
ip.checksum_bad.expert - Bad checksum
ip.checksum_calculated - Calculated Checksum
ip.checksum.status - Header checksum status
ip.cipso.categories - Categories
ip.cipso.deoi - DOI
ip.cipso.malformed - Malformed CIPSO tag
ip.cipso.sensitivity_level - Sensitivity Level

is present

1.2.3.4

Range (offset:length)

Search:

ip.addr == 1.2.3.4

Click OK to insert this filter

Help




Display

Filter

Internet Protocol Versionm 6, Src: 2602:ffch:e@::1:1228, Dst: 2001:258:3403:2000::288

Transmission Control Protocol, 5rc Port: 48829, Dst Port:

aa3e

Source Port: 48829
Destination Port: 8@
[Stream index: @]
[TCP Segment Len: 0]
Sequence number: 1
Sequence number (raw)
[Next sequence number
Acknowledgment number
Acknowledgment number
1008 .... = Header Le
Flags: @x818 (ACK)
P00, ..uu anwa =
PR .

fe fc fe a B8
A8 88 o h 2d
A8 88 a8 28

a@ B8a @8
c@d Be 8O 28
db ed 84 31

Expand All
Collapse All

Apply as Column

Prepare as Filter
Conversation Filter
Colorize with Filter
Follow

Copy

Show Packet Bytes...
Export Packet Bytes...

Wiki Protocol Page
Filter Field Reference
Protocol Preferences

Decode As...

8@, Seq:

1, Ack:

Not Selected
...and Selected
...0r Selected

...and not Selected

...0r hot Selected

1|

ra

l, Len:

L)

sl



& Wireshark - Protocol Hierarchy Statistics - vrrp-ipv6-001.pcap

L ()
St atl St I CS Protocol » | Percent Packets Packets

Frame 100.0 B
Ethernet 100.0

G
Internet Protocol Version B 100.0 B
Transmission Control Protocol 100.0 B
Hypertext Transfer Protocol 16.7 1

e Statistics=>Conversations
» Statistics>Protocol Hierarchy

Display filter: fpvE. src_host==2802:/fc5:60::1:1228

Help Copy K4

Wireshark - Conversations - vrrp-ipv6-001.pcap

Ethernet - 2 IPv4 [ICVEERa TCP - 1 UDP

Address A ~ | Address B Packets Packets A =2 B Bytes A =2 B Packets B = A Bytes B = A
2001:250:3403:2000::208 2602:ffc5:60::1:1228 13 21k 5]

730
fe80::fcfc:feff-fe99:ba88  ff02:12

Limit to display filter Absolute start time Conversation Types i

| Llose )




Statistics o,

e Statistics>Flow Graph

Wireshark - Flow - http-31281.pcap

. 10.123.138.97 ~ i
Time 10.318.100 Comment

6.045156 49044 M@M 21281 TCP: 49044 = 31281 [SYN] Seq=0 Win=29200 ..
6.045492 49044 hwtﬂ_w.ﬂlw 21281 | TCP: 31281 - 48044 [SYN, ACK] Seq=0 Ack=1 ...
6.045514 49044
6.045573 45044
6.045728 49044

6.056028 49044

T
: 2 31251 TCP: 49044 =+ 31281 [ACK] Seg=1 Ack=1 Win=..
1

: 31281 HTTP: GET http:/fwww.baldu.com/ HTTP/1.1

1

: 31281 TCP: 31281 =+ 49044 [ACK] Seq=1 Ack=157 Win...
1

r

31281 TCP: 31281 @ 49044 [PSH, ACK] Seq=1 Ack=15...

Packel 83: HTTP: GET hitp w.baidu.com/ HTTEM.1

Limit to display filter Flow type: oWs Addresses: | Any

Help Reset Diagram




Decode As

Wireshark File

©

Time

0.000000
.033067
. 125472
. 125629
.125788
. 159043
. 159062

Edit View Go Capture
X G K|

Source
10.123.138.97
10.3.18.41
10.3.18.41
10.123.138.97
10.123.138.97
10.3.18.41
10.3.18.41

D
1
1
1
1
15
1
1

T
14

., Statistics Telephony Wireless

!

Display Filters...
Display Filter Macros...
Display Filter Expression...

Apply as Filter
Prepare a Filter
Conversation Filter

Enabled Protocols...

Reload Lua Plugins

sl



Follow protocol streams

117 Change Cipher Spec, Finished
AN

h = HTTE
Mark/Unmark Packet Seq=1460 Ack=377 Win=
Ignore/Unignore Packet
Set/Unset Time Reference ng, Description: Close
Time Shift... ACK] Seq=488 Ack=2034 00
Packet Comment... Seq=2034 Ack=488 Win=
ACK] Seq=2034 Ack=409

Wireshark - Follow HTTP Stream (tcp.stream eq 0) - https-ecdhe.pcap

Edit Resolved Name HEAD / HTTP/1.1
:e0:0d: Be) User-Agent: curl/7.29.0
efchcic e Host: 10.3.20.198:9443

Accept: */*

Apply as Filter [
Prepare as Filter [
Conversation Filter p | 110
[
[

HTTP/1.1 208 OK
Server: none
TCP Stream Content-Type: text/html; charset=UTF-8
Connection: keep-alive
Copy [ Cache-Control: no-cache, private
Date: Tue, @7 Jul 2020 13:45:88 GMT
Protocol Preferences [ HTTP Stream Set-Cookie:
Decode As... laravel_session=eylpdiI6IjNKdHhiXCIxXCOnWUZiWHd@VNNMVGKIUT@9I iwidmFsdwWUi0ilsTmR3ck13Z2wxMH1jdUhIN)ZBck15WnNUV2ZRLe
UdzZW9z0F11d2Z5b@NyamFtZ2k 10FMANVhWK3 Z0TFhTeHc rc2NLa3k1TVQ@e FMrZGNTNUCS ZDEMd z@9T iwibWFj IjoiZGM1YWEWY jhiY jg@M2M5Nm
ZiYzNhM2M3ZDYy YT LKkZTVINGYBNGIKZTNmODRLY jBmMzYyMDc@ODEj ZDIOMmIhNSIY; expires=Tue, @7-Jul-2820 15:45:88 GMT; Max-
Age=7208; path=/; httponly

Colorize Conversation
SCTP

Show Packet in New Window

T client pkt, T server pkt, T furmn.

Entire conversation (626 bytes) Show and save dataas =~ ASCI

Find:

Help Filter Out This Stream Save as...




Wireshark - Firewall ACL Rules - smtp-2.pcap

Bﬁ*ia*ﬂ nIJ I E # Metfilter (iptables) rules for smtp-2.pcap, packet 11. Change eth0 to a valid interface if needed.

# |Pv4 source address.
iptables --append INPUT --in-interface eth0 --source 10.0.0.183/32 --jump CROP

# |Pv4 destination address.
iptables --append INPUT --in-interface eth0 --source 10.0.0.253/32 --jump DROP

« Tools—>Firewall ACL Rules # Source port.

iptables --append INPUT --in-interface eth0 --protocol tcp --source-port 25 --jump DROP

# Destination port.
iptables --append INPUT --in-interface eth0 --protocol tep --source-port 23010 --jump DROP

# |IPv4 source address and port.
iptables --append INPUT --in-interface eth0 --protocol tep --source 10.0.0.183/32 --source-port 25
--jump DROP

# |IPvd destination address and port.
iptables --append INPUT --in-interface eth0 --protocol tep --source 10.0.0.253/32 --source-port
23010 --jump DROP

# MAC source address.
iptables --append INPUT --in-interface eth0 --mac-source 00:50:56:a31:7f:d1 --jump DROP

# MAC destination address.
iptables --append INPUT --in-interface eth0 --mac-source 00:50:56:b3:bf:ad --jump DROP

Create rules for = Netfilter (iptables) < Inbound Deny

Help Copy




Offload Y /1]

Intel(R) PRO/1000 MT Network Connection #2 Et%

Wbt | HRER | RREIE
FFE 'IEIJE 14 = TELIhEGIEEMHIE

» xOffload

 Linux
« foriinrxtx sgtso ufo gso grolro;\
do ethtool -K eth0 Si off; done

 Windows
- MEEE>MESEE> SR
REGFIEIEIRE.

« TCP Chimney

» Windows
» netsh int ip set chimney disabled

g v

https://qitlab.com/wireshark/wireshark/-/wikis/CaptureSetup/Offloading



https://gitlab.com/wireshark/wireshark/-/wikis/CaptureSetup/Offloading

Transmission Control Protocol

v | Show TCP summary in protocol tree
Offl oad Validate the TCP checksum if possible mm—
v | Allow subdissector to reassemble TCP streams
Reassemble out-of-order segments
' Analyze TCP sequence numbers
'| Relative sequence numbers (Requires "Analyze TCP sequence numbers")

» B & K[4] wireshark BRIGHIGE
- B> >TCP/UDP
- B;E [Validate the TCP/UDP checksum if possible |

e s

Sequence number (raw): 2821446576

[Next sequence number: B187 (relative sequence number) ]
Acknowledgment number: 127 (relative ack number)
Acknowledgment number (raw): 582686517

1080 .... = Header Length: 32 bytes (8)

Flags: @x@18 (PSH, ACK)

Window size value: 32

[Calculated window size: 32]

[Window size scaling factor: =1 {(unknown)]

Checksum: @xb5ab incorrect, should be @xdélb(maybe caused by "TCP checksum offload"?)
[Checksum Status: Bad]

[Calculated Checksum: @xdé6lb]

e e e —

[N RS W N T N | L]



https

 SSLKEYLOGFILE=/tmp/a.key
25 SSL/TLS Z4H

sl

[vcflash@kvm? tmp]$ sudo tcpdump -i ens6f@ -s8 -w http-31281.pc
tcpdump: listening on ens6f@, link-type EN1BMB (Ethernet), capt
*C58 packets captured

51 packets received by filter

@ packets dropped by kernel

[ycflash@kvm? tmpl$ |

[ycflagh@kum? tmp]% expnrt SSLKEYLOGFILE= ;tmpfhttps 31281, key
[vcflash@kvm? tmp]$ curl -I https://www.baidu.com

HTTP/1.1 288 Connection established

HTTP/1.1 288 OK

Accept-Ranges: bytes

Cache-Control: private, no-cache, no-store, proxy-revalidate, r
Connection: keep-alive

Content-Length: 277

Content-Type: text/html

Date: Mon, 12 Oct 2628 88:28:23 GMT

Etag: "575elf5d-115"

Last-Modified: Mon, 13 Jun 2816 82:58:85 GMT
Pragma: no-cache

Server: bfe/1.8.8.18

[ycflash@kvm? tmpl]$ curl -I https://www.baidu.com



(Pre)-Master-Secret log filename

htt p S [Users/ycflash/Downloads/pcap/https-31281.key Browse...

Sl
H-+
N
=t
<« s
<
J
_|
[
%
N
=
<
(@]
~~
<
Q
N
~—r
D
-
N
()
O
(¢))
—t=
o
(@)
—h
D
-
Q
3
()

Time Source Destination Protocol Length Info
e e el el N e EEEE—N...

283 32.197544 10.3.18.1808 18.123.138.97 TLSv1.2 72 Change Cipher Spec

284 32.197584 10.3.18.188 10.123.138.97 TLSv1.2 111 Finished

286 32.197809 10.123.138.97 18.3.18.1080 HTTP 172 GET / HTTP/1.1

287 32.202825 10.3.18.188 18.123.138.97 TCP 1514 31281 - 49854 [ACK] Seq=4278 Ack=546 Win=65536 Len=1444
298 32.282919 10.3.18.188 10.123.138.97 HTTP 1486 HTTP/1.1 288 OK (text/html)

292 32.203259 10.123.138.97 10.3.18.100 TLSv1.2 97 Alert (Level: Warning, Description: Close Notify)

Frame 286: 172 bytes on wire (1376 bits), 172 bytes captured (1376 bits)
Ethernet II, Src: HuaweiTe 1f:75:T4 (20:8b:c7:1T:75:T4), Dst: HuaweiTe_e@:0d:@e (34:00:a3:e0:0d:0e)
Internet Protocol Versionm 4, Src: 10.123.138.97, Dst: 16.3.1B8.188
Transmission Control Protocol, 5rc Port: 49054, Dst Port: 31281, 5Seq: 44@, Ack: 4278, Len: 106
Hypertext Transfer Protocol
Transport Layer Security
Hypertext Transfer Protocol
[ GET / HTTR/1.1\r\n
User-Agent: curl/7.29.8\r\n
Host: [« baidu.com\ rin
Accept: */#%\r\n
S riyn
[Full reg st URI: https://www.baidu.com/]
[HTTP request 1/1]

Trame:

https://wiki.wireshark.org/TLS



https://wiki.wireshark.org/TLS

SMTPEZ B o,

Frame 11: 96 bytes on wire (768 bits), 96 bytes captured (768 bits)

Ethernet II, Src: VMware al:7f:dl (@@:50:56:al1:7f:d1), Dst: VMware b3:bf:ad4 (0@:50:56:b3:bf:a4)
Internet Protocol Versionm 4, Src: 190.9.06.183, Dst: 10.0.0.253

Transmission Control Protocol, 5Src Port: 25, Dst Port: 23810, 5eq: 1, Ack: 1, Len: 28

Simple Mail Transfer Protocol

o s

Response: 550 black ip. (0EGGIPOGHGGE)" r\n
Response code: Requested action not taken: mailbox unavailable (55@)

P

Response parameter: black ip. (0EGGLPLGGGEG)




BN RS RELHI 3t

/1

DHCP*‘B%&J:@%,LJWL
» F=FfE , RERPRIRIGZIREN Pt

RS IR SR IE S

* T

» DHCPRARSS 88 iR )UK IER

- MBI HreRdx FER
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14:59:50.902954 IP (tos 0x0, ttl 62, id 34117, offset 0, flags [none], proto UDP (17), length 328)
10.183.255.254.bootps > 172.31.1.7.bootps: [udp sum ok] BOOTP/DHCP, from 34:36:3b:67:¢5:7a (oui Unknown), length 300, hops 1, xid 0xbbb03120, secs 44,
Flags [none] (0x0000)
14:59:50.903135 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto UDP (17), length 328)
172.31.1.7.bootps > 10.183.255.254.bootps: [bad udp cksum 8c20!] BOOTP/DHCP, ,length 300, hops 1, xid 0xbbb03120, secs 44, Flags [none] (0x0000)
14:59:51.910102 IP (tos 0x0, ttl 62, id 36909, offset 0, flags [none], proto UDP (17), length 328)
10.183.255.254.bootps > 172.31.1.7.bootps: [udp sum ok] BOOTP/DHCP, from 34:36:3b:67:¢5:7a (oui Unknown), length 300, hops 1, xid 0xbbb03120, secs 45,
Flags [none] (0x0000)
14:59:51.910255 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto UDP (17), length 328)
172.31.1.7.bootps > 10.183.255.254.bootps: [bad udp cksum 8b21!] BOOTP/DHCP, , length 300, hops 1, xid 0xbbb03120, secs 45, Flags [none] (0x0000)
14:59:53.973644 IP (tos 0x0, ttl 62, id 42475, offset 0, flags [none], proto UDP (17), length 328)
10.183.255.254.bootps > 172.31.1.7.bootps: [udp sum ok] BOOTP/DHCP, from 34:36:3b:67:¢5:7a (oui Unknown), length 300, hops 1, xid 0xbbb03120, secs 47,
Flags [none] (0x0000)
14:59:53.973816 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto UDP (17), length 328)
172.31.1.7.bootps > 10.183.255.254.bootps: [bad udp cksum 8923!] BOOTP/DHCP, , length 300, hops 1, xid 0xbbb03120, secs 47, Flags [none] (0x0000)
Your-IP 10.183.3.251
Gateway-IP 10.183.255.254
Client-Ethernet-Address 34:36:3b:67:¢5:7a (oui Unknown)
Vendor-rfc1048 Extensions
Magic Cookie 0x63825363
DHCP-Message Option 53, length 1:
Server-ID Option 54, length 4: 172.31.1.7
Lease-Time Option 51, length 4:
Subnet-Mask Option 1, length 4: 255.255.0.0
Default-Gateway Option 3, length 4: 10.183.255.254
Domain-Name-Server Option 6, length 8: 10.182.100.7,10.182.100.6 v v
END Option 255, length 0 —/RRequest —/RACK

PAD Option 0, length 0, occurs 22
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14:59:45.625002 IP (tos 0x0, ttl 255, id 33130, offset 0, flags [none], proto UDP (17), length 328)

( 0.0.0.(g.bootpc > broadcasthost.bootps: [udp sum ok] BOOTP/DHCP, from 34:36:3b:67:¢5:7a (oui Unknown), length 300, xid 0xbbb03120, secs 44, Flags [none]
0x0000
14:59:46.632226 IP (tos 0x0, ttl 255, id 33131, offset 0, flags [none], proto UDP (17), length 328)
( 0.0.0.(g.bootpc > broadcasthost.bootps: [udp sum ok] BOOTP/DHCP, from 34:36:3b:67:¢5:7a (oui Unknown), length 300, xid 0xbbb03120, secs 45, Flags [none]
0x0000
14:59:48.695767 IP (tos 0x0, ttl 255, id 33132, offset 0, flags [none], proto UDP (17), length 328)
( 0.0.0.g.bootpc > broadcasthost.bootps: [udp sum ok] BOOTP/DHCP, from 34:36:3b:67:¢5:7a (oui Unknown), length 300, xid 0xbbb03120, secs 47, Flags [none]
0x0000
14:59:48.699753 IP (tos 0x0, ttl 64, id 42477, offset 0, flags [none], proto UDP (17), length 328)

10.183.255.254.bootps > 10.183.3.251.bootpc: [udp sum ok] BOOTP/DHCP, , length 300, hops 1, xid 0xbbb03120, secs 47, Flags [none] (0x0000)

Your-IP 10.183.3.251
Gateway-IP 10.183.255.254
Client-Ethernet-Address 34:36:3b:67:¢5:7a (oui Unknown)
Vendor-rfc1048 Extensions
Magic Cookie 0x63825363
DHCP-Message Option 53, length 1: ACK
Server-ID Option 54, length 4: 172.31.1.7
Lease-Time Option 51, length 4:
Subnet-Mask Option 1, length 4: 255.255.0.0
Default-Gateway Option 3, length 4: 10.183.255.254
Domain-Name-Server Option 6, length 8: 10.182.100.7,10.182.100.6
END Option 255, length 0
PAD Option 0, length 0, occurs 22

=JXRequest —/RACK



BN RS RELHI 3t it

s BIIXIHPgr ENTIE DT, F8A
» IS5 ESFTE NEHRIUYIEIADHCPH4E
» DHCPHR L A 2622 FimU N BRSO EES
o IR
o IZBEPYHEEEIE (N18K) , AIMEESAFEnfppIhiEshEa dhep-guardifcln |
T B MACRIDH P e i o he
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config t

nfpp
no dhcp-guard enable

end




Time

B.855033
B.855258
B.0B1926
B.107303
B.187370

@8.132677
8.132789
@8.132795

Source
117.83.194.89
106.120.213.245
117.83.194.89
106.120.213.245
106.120.213.245
117.83.194.89
117.83.194.89
106.120.213.245

Destination
106.120.213. 245
117.83.194.89
1806.120.213.245
117.83.194.89
117.83.194.89
1806.120.213.245
106.120.213. 245
117.83.194.89

TCP timestamps Z/

Protocol
TLSv1.2
TLSw1.2
TLSwv1.2
TLSv1.2
TCP
TLSwv1.2
TCP
TCP

Info

Client Key Exchange, Change Cipher Spec,
New S5ession Ticket, Change Cipher Spec,
Application Data

Application Data

8443 - 31895 [FIN, ACK] Seq=3767 Ack=951
Encrypted Alert

31095 - 8443 [FIN, ACK] Seq=982 Ack=3767
8443 - 31895 [ACK] Seq=3768 Ack=983 Win=

sl

#.1328406 117.83.194.89
10.924512 117.83.194.89
11.326894 117.83.194.89

186.120.213.245 TCP
106.120.213.245 TCP
186.120.213.245 TCP

31895 - 8443 [ACK] Seq=983 Ack=3768 Win=
18362 - 8443 [S5YN] Seq=0 Win=28@4@ Len=0
17385 - 8443 [SYN] Seq=0 Win=280@40 Len=0

22 11.934599 117.83.194.89 186.120.213.245 TCP 76 [TCP Retransmission] 18362 - 8443 [SYN]
! 23 12.330044 117.83.194.89 106.120.213.245 TCP 76 [TCP Retransmission] 17385 - 8443 [S5YN]
24 13.931373 117.83.194.89 186.120.213.245 TCP 76 [TCP Retransmission] 18362 - 8443 [SYN]
: 25 14.333213 117.83.194.89 186.120.213.245 TCP 76 [TCP Retransmission] 17385 - 8443 [SYN]
L 26 17.93781@ 117.83.194.89 106.120.213.245 TCP 76 [TCP Retransmission] 18362 - 8443 [S5YN]
27 18.345099 117.83.194.89 106.120.213.245 TCP 76 [TCP Retransmission] 17385 - 8443 [SYN]

Wireshark - Conversations + RfLEIHB{ES.pe

Ethernet IPyvd - 1
Address A ~ | Port A Address B Part B
117.83.194.89 31095 106.120.213.245 8443
117.83.194.89 10362 106.120. 8443
117.83.194.89 17305 106.120.213.245 8443




Linux cooked capture?

- I

.

SINSZ

SPtd = S

Frame 18: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)

Encapsulation type: Linux cooked-mode capture (25)
Arrival Time: Sep 16, 2020 16:23:25.393712800 CST
[Time shift for this packet: ©.20000280@ seconds]
Epoch Time: 1688244605.393712008 seconds

[Time delta from previous captured frame: ©.220006008 seconds]
[Time delta from previous displayed frame: 9.200006002 seconds]
[Time since reference or first frame: @.13279508@ seconds]
Frame Mumber: 13

Frame Length: 68 bytes (544 bits)

Capture Length: 68 bytes (544 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: sll:ethertype:ip:tcpl

[Coloring Rule Name: TCP]

[Coloring Rule String: tecpl

Linux cooked capture

Packet type: Sent by us (4]

Link-layer address type: 1

Link-layer address length: &

Source: VMware_a7:65:a5 (@@:50:56:a7:65:a5)
Unused: 0800

Protocol: IPv4 (@x0800)

Internet Protocol Version 4, Src: 186.120.213.245, Dst: 117.83.194.89
Transmission Control Protocol, Src Port: 8443, Dst Port: 31095, Seq: 3768, Ack:

983, Len:

8

sl
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* gulp
* https://qgithub.com/jmakov/qulp
* PF_RING ( 2%% , N/ ELeiEm3k )
 https://www.ntop.org/get-started/download/#PF_RING
* PF_RING ZC ( W% )

e https://www.ntop.org/products/packet-capture/pf rina/pf _ring-zc-zero-copy/
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